[Logo]
Request for Proposal
Managed IT & Cybersecurity Services — Template
How to use this template: replace every [bracket] with your details. In the Industry-Specific Questions section, keep the subsection that matches your industry and delete the rest. Then send the document to the providers you want to evaluate.
Issued by: [Company Name]
Issue date: [Date]
Responses due: [Date]
Submit responses and questions to: [Name, email]
Purpose
[Company Name] is evaluating managed services providers to deliver integrated IT and cybersecurity services for [number] employees at [location(s)]. We are seeking a single provider accountable for day-to-day IT operations, security operations, and strategic technology guidance. Concise, factual answers are preferred over marketing language.
Instructions to respondents
–  Answer each question in order, keeping the question numbering. A few sentences per question is sufficient.
–  For each service area, state whether it is included in base monthly pricing, available as an add-on, or not offered.
–  Where a capability is provided through a third party or subcontractor rather than your own staff, say so explicitly.
–  Claims of certification or compliance experience must be supportable by evidence on request.
Section A — Company Profile
Complete the table. Short, factual entries are sufficient.
	#
	Item
	Response

	A.1
	Company name, headquarters, and office locations
	 

	A.2
	Year founded and ownership structure
	 

	A.3
	Years operating as a managed IT / managed security services provider
	 

	A.4
	Total employees, and headcount dedicated to security operations
	 

	A.5
	Current customer satisfaction scores (CSAT and/or NPS)
	 

	A.6
	Do you hold a current SOC 2 Type II examination covering your own operations? If yes: period, auditor, opinion, and exceptions noted. If no: the equivalent independent assurance you offer
	 

	A.7
	Offshore delivery locations and subcontractor use, if any, and what work is performed there
	 


Section B — Service Model
B.1  Are managed IT, managed cybersecurity, and strategic advisory (vCIO / vCISO) delivered by a single integrated team under one agreement? Identify any service you do not deliver with your own staff.
B.2  During a security incident, how many separate organizations are involved end to end, and who holds single-point accountability for resolution?
B.3  Do you provide a named vCISO and/or vCIO, and what does this role own?
Section C — Security Operations
C.1  List the platforms you operate in production for: EDR/MDR, SIEM, email security, MFA, and managed firewalls.
C.2  Is your security operations center staffed by your own employees or a third party? If any part of monitoring or response is delivered by a third-party or white-label provider, name the provider.
C.3  During an active incident, what response actions can your team take without prior client approval (for example, isolating an endpoint or disabling a compromised account)?
C.4  What client notification timeline do you commit to contractually after a confirmed security incident?
C.5  If a confirmed incident requires forensic investigation, is that capability in-house, available via retainer, or referred out?
C.6  Do you provide security awareness training and phishing simulation? Name the platform and frequency.
Section D — Cloud, Data Protection & AI
D.1  What Microsoft 365 (or equivalent) administration do you provide: tenant management, identity and access management, and device management including mobile devices?
D.2  What backup, disaster recovery, and business continuity services do you provide? Cover cloud data, retention, restore testing, and the recovery objectives you commit to.
D.3  What AI enablement services do you provide for tools such as Microsoft Copilot and other generative-AI assistants: deployment, data protection and governance, and user enablement?
Section E — Support & Service Levels
E.1  What are your help desk contact methods, hours of coverage, and staffing locations? Is 24/7 coverage included in base pricing or an add-on?
E.2  Provide your standard response commitments by priority level (P1–P4) and your resolution targets.
E.3  What performance metrics do you report, and at what cadence? Include customer satisfaction and first-call resolution, and state whether clients receive live dashboard access.
Section F — Account Management, Onboarding & Exit
F.1  What named roles make up the delivery team for this account, and can the individuals be identified before contract signature?
F.2  Do you conduct quarterly business reviews, and what do they cover?
F.3  Provide a high-level onboarding and transition plan, including knowledge transfer from an incumbent. Are there one-time onboarding fees?
F.4  Do you provide an exit plan at end of contract, including orderly handover of documentation, credentials, and data?
Section G — Pricing, Contract & References
G.1  What is your pricing model (per-user, per-device, flat, or hybrid)? State what is included in the base monthly fee and what is billed separately.
G.2  State your standard contract term, notice period, and termination provisions, including your obligations if your company's ownership changes during the term.
G.3  Provide two client references from organizations of similar size and industry, with contact information and a brief description of each engagement.
Section H — Industry-Specific Questions
Keep the subsection that matches your industry and delete the rest.
Healthcare
H.1  What experience do you have supporting HIPAA-regulated organizations, and will you execute a Business Associate Agreement?
H.2  How do you support HIPAA risk assessments and audit readiness?
Legal
H.1  What experience do you have supporting law firms, including client-confidentiality expectations and conflict-sensitive data handling?
H.2  How do you support document retention, litigation holds, and eDiscovery?
Financial services
H.1  Which financial-services regulatory frameworks do you support in production (for example, the GLBA / FTC Safeguards Rule and SEC expectations), and how do you produce audit-ready evidence for examiners and auditors?
H.2  What experience do you have responding to investor, lender, or due-diligence security questionnaires on a client's behalf?
Manufacturing
H.1  What experience do you have with CMMC and NIST SP 800-171, including any Cyber AB designations you hold?
H.2  How do you approach network segmentation between office IT and production systems?
End of RFP — [Company Name] thanks respondents for their participation.
